
Fraud Detection  
& KYC Automation:
Where AI Agents Cut Investigation Time

Manual review isn't slow because analysts are inefficient — it's slow because  
a case has to move through document checks, screening, and multiple handoffs 
before anyone can decide. AI agents remove the waiting, not the judgment.
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01 — The Bottleneck

The Cost of Manual Review, 

in Numbers

Before automation, most of a compliance team's time goes to sorting noise,  
not stopping crime.

$72.9M/yr

Average annual spend  

by a financial institution  

on AML and KYC 
operations.

FENERGO, 2025 KYC 
TRENDS REPORT

70%

Share of financial firms 
that lost a client in the past 
year due to slow 
onboarding.

FENERGO, 2025 KYC 
TRENDS REPORT

4–6weeks

Typical onboarding time 
for a corporate account 
with multiple beneficial 
owners.

WECAN GROUP, 
"AUTOMATED KYC 
ONBOARDING," 2026

02 — Verified Outcomes

What Happened When Real 
Institutions Deployed It

Five documented deployments, with figures as reported by the institutions  
or their technology partners.

Fraud detection

Starting from a legacy rules engine where false positives reached 99.5% of flagged 
transactions, the bank worked with Teradata's Think Big Analytics to replace it with  

a machine-learning scoring engine. The  result: a 60% reduction in false positives and  

a 50% increase in true fraud detection, with transactions scored in under 300 milliseconds.

Teradata / PR Newswire (2017); AI.Business case study, March 2024

AML / KYC

HSBC's AML AI system, developed with Google Cloud, identifies 2–4x more genuinely 
suspicious activity than its previous rules-based system  while cutting the total volume  

of alerts sent for human review by 60% — reducing analyst noise without narrowing  

what gets caught.

Google Cloud Blog, cited via Klover.ai industry analysis, 2025

AML / Financial crime

Since 2021, a behavior-centric, graph-based AI model that analyzes  account-to-account 
interactions (rather than single-transaction amounts) has driven a 95% reduction in false 
positives for the bank's anti-money-laundering program.

AI.Business case study, "95% Fewer False Alarms," March 2024

Real-time fraud scoring

Partnering with H2O.ai, PayPal used automated feature engineering (Driverless AI) to lift 
fraud-model accuracy by 6% — surpassing ten years of manually engineered features  

by its own data  science team. PayPal reports maintaining a fraud loss rate of 0.32%  

on over $700B in annual payment volume.

Klover.ai industry analysis, "PayPal's AI Strategy," 2025

Transaction scoring

Decision Intelligence scores transactions across the network in under 50 milliseconds, 
processing roughly 143 billion transactions a year. A generative-AI extension  

for compromised-card detection doubled the speed of identifying at-risk cards  

while cutting related  false positives.

Mastercard press releases, 2024–2025

03 — The Workflow

Where the Agent Takes Over

Five use cases spanning both sides of financial crime prevention — real-time 
fraud monitoring and KYC onboarding.

Composite illustration based on an industry range.

Alert triage & transaction monitoring

Scoring incoming transactions and routing genuine risk away from noise.

Manual

AI

01
Up to 90–95% noise

Real-time scoring

Facctum, "AML False Positive Rates 2026 Report"; NICE Actimize Xceed AI  product materials, 2025 (alert 
triage & backlog categorization)

02
Days

Document collection & extraction

Chasing, formatting, and reading identity and corporate documents.

Manual

AI Minutes

Wecan Group, "Automated KYC Onboarding: From 3 Weeks to 3 Hours," 2026

Sanctions, PEP, and adverse-media checks against external registries.03
Hours

Screening & verification

Manual

AI Seconds

FluxForce, "KYC Automation: What Works, What Doesn't, and What's  Overhyped," 2026, citing Deloitte's 
2025 Digital Identity Report (40–55% screening false-positive reduction)

04
~1 hour

Risk scoring & case assembly

Combining findings into a single, evidence-linked case brief.

Manual

AI ~60 sec review

Sanction Scanner, "How AI Is Transforming KYC and Customer Onboarding,"  2026 (analyst reviews  
a summarized report in ~60 seconds instead of an  hour of manual research)

Analyst reviews the prepared brief and approves, escalates, or declines.05
~30 min

Human decision & sign-off

Manual

AI ~10 min

Composite estimate — no single cited source; consistent with the case-brief pattern described across 
sources above. Human sign-off remains a fixed governance step, not an automation target.

04 — Governance

Faster isn't the Same  
as Unsupervised

Every case reviewed above still ends with a named human decision and an audit 
trail — that hasn't changed.

Agent does

Pulls records across connected 
systems and registries


Runs identity, sanctions, and watchlist 

checks


Maps related accounts and transaction 

history


Drafts a case brief with cited evidence

Human does

Reviews the brief and underlying 
evidence


Makes the final call: clear, escalate,  

or freeze


Signs the file — accountability stays 

named


Owns the relationship with regulators

Big on Data Science & AI
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